UNIT TEKNOLOGI MAKLUMAT
POLITEKNIK SULTAN SALAHUDDIN ABDUL AZIZ SHAH, SEKSYEN U1, PERSIARAN USAHAWAN, 40150 SHAH ALAM

How to prevent virus in your Pendrive/Flash Memory/MMC
from infecting your PC

Just follow through these 12 steps...

1. When you connect a pendrive to your PC or laptop a prompt window will appear.
MYSTIQUE (G:)

YWWindows can perform the zame action each time you inzert
a digk or connect a device with thiz kind of file:

.t_":] Pictures
YWwhat do you want Windows to do’?

| <™ Lzing Microzoft Scanner and CameraWizard ||

[ ) View Your Phatos
uzing Mero PhotoSnap Yiewer

Download images
uzing Adobe Bridge C53

Opera
uzing Opera

{Ipen folder to wiew files

[ ] lways do the selected action,

1] ][ Cancel ]

2. Immediately close the prompt window by pressing the button or

button.
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3. Next open a command prompt by clicking:

7~ Run...
—_— .|
Run Bx
Type the name of a program, folder, document, or
Intermet resource, and Windows will open it for you.
Open: ~

I_ (6]4 H Cancel H Browse, ..

type “cmd” and press button.

4. Acommand prompt window will appear on your screen.

B C:A\WINDOWSsystem3 2%emd. exe

Microzoft Windows P [Uersion 5.1.268081
CC> Copyright 19285-2801 Microsoft Corp.

C:sDocuments and SettingssWanisal
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5. Next minimize your command prompt window by clicking ﬂ button and click on
-

'-'!
My Computer {CON ON your desktop or start menu.

6. When your Windows Explorer window shows up, look for your pendrive drive letter. For
instance, referring from the picture below my pendrive drive letter is G.

~J My Computer g@
"

File Edit Wiew Favorites Tools  Help

&) [ =y
o Far = :? ., Search i Folders v @ Folder Sync

Address | i My Computer v &
Files Stored on This Computer ;.A

»

System Tasks

Wigw system information E‘J ,—J '__J

L Add or remave programs Shared critters's Wanisa's
[} Change a setting Documents Documents Documents

Hard Disk Drives

»

Other Places

e

& My Network Places Sgl) gl
[ My Documents SYSTEM (C)  DATA (D0) MYSTIOQUE
) Shared Documents l:G ' :I

{} Cornkral Panel
Devices with Removable Storage

»

Details H _") . '\J )
L = - 2 et 5 S
My Computer
Swstem Folder 3% Floppy  CD Drive (E:)  DVYDICD-RW | MYSTIQUE
(A Drive [F:) (G
Other
:\
- &L'.l.
Iy Sharing
Falders
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7. Then, maximize your command prompt window and type the following command:
1) “G:” without the double quote and press <enter>
2) “dir/w/o/a/p” without the double quote and press <enter>

*refer to the illustration below

B C:\WINDOWSsystem3 2vemd. exe

Microsoft Windows HP [Version 5.1.268081
CC> Copyright 19285-2801 Microsoft Corp.

C:~Documents and Settings“~Wanisza>G:

G:wrdivswsosasp
Uolume in drive G iz MYSTIGQUE
Uolume Serial Mumber iz BBFB-EAEF

Directory of G:i

[MaZpiC1 AdvMgmt Finish.ai
autorun . inf inanakal. jpg
5 Fileds> 11,428,386
1 Dirdsl 953,827,328

AdvMgmt Finish.Jjpg
Hew Folder.exe
hytes
hytes free

8. On the command prompt screen, look for filename with the following name:

I. Autorun.inf

il. New Folder.exe
ili. Bha .vbs

iv. lexplore.vbs

V. Info.exe

Vi, New_Folder.exe
vil. RavMon.exe

viii.  RVHOST.EXE
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9. Ifyou found any of the mention filenames please perform the following command:

“attrib —h —r —s —a *.*”” without the double quote and press <enter>

*refer to the illustration below

B C:\WINDOWSsystem3 2vemd. exe

Microsoft Windows HP [Version 5.1.268081
CC> Copyright 19285-2801 Microsoft Corp.

C:~Documents and Settings“~Wanisza>G:
G:wrdivswsosasp
Uolume in drive G iz MYSTIGQUE
Uolume Serial Mumber iz BBFB-EAEF

Directory of G:i

[MaZpiC1 AdvMgmt Finish.ai

autorun . inf inanakal. jpg
5 Fileds> 11,428,386
1 Dirdsl 953,827,328
G:srattrib —h —» —5 —a =*=.=

G~

AdvMgmt Finish.Jjpg
Hew Folder.exe
hytes
hytes free
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10. Then delete the file using the following command:
del <filename>
example:

del autorun.inf
or
del “New Folder.exe”

* refer to the illustration below

B C:A\WINDOWSsystem3 2%emd. exe -|d ﬂ

Microzoft Windows P [Uersion 5.1.268081
CC> Copyright 19285-2801 Microsoft Corp.

C:~Documents and Settings“Wanisa>G:
G:s>divAwsos/alp
Uolume in drive G iz MYSTIGQUE
Uolume Serial Mumber is 8BFB-EAEF

Directory of G:=-

[MaZpiC1l AdvMgmt Finish.ai AdvMgmt Finizh. jpg

autorun. inf inanakal. jpg Hew Folder.exe
5 File<s)> 11,428,386 hytes
1 Dirdsl 953,827,328 hutes free
G:~rattrib —h —» &8 —a »*.=
G:~>»del autorun.inf

G

11. And now you are free to scan your pendrive using your favorite antivirus software. If
you don’t have any try download the antivirus software from the internet.

Nod32 - http://www.eset.com

Symantec - http://www.symantec.com

AVG - http://www.grisoft.com/us/us_dwnl_free.php
Mcafee - http://www.macfee.com

12. Finally after finish scanning using your antivirus software, please eject your
pendrive/flash memory/MMC and plug it back to your PC/Laptop before using it.


http://www.eset.com
http://www.symantec.com
http://www.grisoft.com/us/us_dwnl_free.php
http://www.macfee.com

